ANNEX 3-12 CYBERSPACE OPERATIONS

PLANNING CYBERSPACE OPERATIONS

Last Updated: 30 November 2011

Airmen should be prepared to articulate to commanders the advantages that
cyberspace operations can provide, as well as the dangers of unintended and
undesirable effects and the need for close coordination between the many agencies
with a role in cyberspace operations. Cyberspace operations normally are planned as
part of major operations and campaigns, homeland operations, crisis response, and
limited contingency operations. In these cases, planning is normally fully integrated into
the joint operations planning process at the JFC level and in the joint operation planning
process (JOPP) at the component level.

Security versus Capability

Planners should consider the impact of increasing security in cyberspace on operations.
Changing information operations conditions or deploying additional tools to analyze
networks can cause slower network operation speeds. In a bandwidth-limited
environment or in an environment with many dispersed forces, planners should account
for impacts of how measures designed to improve cyberspace defenses could actually
hinder or desynchronize operations.

Logistics Support

Readiness and sustainability of cyberspace capabilities are directly related to the quality
of logistics planning. Cyberspace logistics programs should be developed in balance
with modernization efforts and the operating capability each category of resources
provides. Emphasis should be on total effectiveness to maximize cyberspace
operations capabilities.



https://doctrine.af.mil/download.jsp?filename=3-12-D01-CYBER-Introduction.pdf
https://doctrine.af.mil/download.jsp?filename=3-0-D18-OPS-JOPPA.pdf
https://doctrine.af.mil/download.jsp?filename=3-0-D18-OPS-JOPPA.pdf
https://doctrine.af.mil/download.jsp?filename=3-13-D01-INFO-Introduction.pdf
https://doctrine.af.mil/download.jsp?filename=4-0-D44-CS-Sustainment-Resupply.pdf
https://doctrine.af.mil/DTM/dtmcyberspaceops.htm
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