
 

 

THE OPERATIONAL ENVIRONMENT  
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The cyberspace domain is now a primary conduit for transactions vital to every facet of 
modern life.  Our society and military are increasingly dependent on cyberspace.  
Cyberspace is a source of both strength and vulnerability for modern society.  While 
cyberspace operations enable a modern society, they also create critical vulnerabilities 
for our adversaries to attack or exploit.  Manufacturing controls, public utilities 
distribution, banking, communications, and the distribution of information for national 
security have shifted to networked systems.  While this 30-year evolution has 
significantly benefited society, it has also created serious vulnerabilities.  Increased 
wireless dependence and expanded interconnectivity has exposed previously isolated 
critical infrastructures vital to national security, public health, and economic well-being.  
Adversaries may attempt to deny, degrade, manipulate, disrupt, or destroy critical 
infrastructures through cyberspace attack, thus affecting warfighting systems and the 
nation as a whole.  Recent incursions into Department of Defense (DOD) and Air Force 
networks underscore today’s cyberspace challenge.  

Adversaries in cyberspace are exploiting low-entry costs, widely available resources, 
and minimal required technological investment to inflict serious harm, resulting in an 
increasingly complex and distributed environment.  The expanded availability of 
commercial off-the-shelf (COTS) technology provides adversaries with increasingly 
flexible and affordable technology to adapt to military purposes.  Low barriers to entry 
significantly decrease the traditional capability gap between the US and our 
adversaries.  Adversaries are fielding sophisticated cyberspace systems and 
experimenting with advanced warfighting concepts. 

Cyberspace Infrastructure Relationships1 

The Air Force depends upon the US’ critical infrastructure and key resources for many 
of its activities, including force deployment, training, transportation, and normal 
operations.  Physical protection of these is no longer sufficient as most critical 

                                            

1 Adapted from Dept. of Homeland Security: "Securing the Nation's Critical Cyber Infrastructure." 

ANNEX 3-12 CYBERSPACE OPERATIONS 

https://doctrine.af.mil/download.jsp?filename=3-12-D01-CYBER-Introduction.pdf
https://doctrine.af.mil/download.jsp?filename=3-12-D01-CYBER-Introduction.pdf
https://doctrine.af.mil/DTM/dtmcyberspaceops.htm


 

 

infrastructure is under the control of networked and interdependent supervisory control 
and data acquisition (SCADA) or distributed control systems (DCS).   

 
 

Cyber Infrastructure 
 

Since private industry is the primary catalyst for technological advancements, the 
military may become increasingly reliant on COTS technology.  This reliance may 
present three primary vulnerabilities:  

 Foreign ownership, control, and influence of vendors.  Many of the COTS 
technologies (hardware and software) the Air Force purchases are developed, 
manufactured, or have components manufactured by foreign countries.  These 
manufacturers, vendors, service providers, and developers can be influenced by 
adversaries to provide altered products that have built-in vulnerabilities, such as 
modified chips.  

 Supply chain.  The global supply chain has vulnerabilities that can potentially lead to 
the interception and alteration of products.  These vulnerabilities are present 
throughout the product life cycle, from the inception of the design concept, to product 
delivery, and to product updates and support.  



 

 

 COTS and government off-the-shelf (GOTS) balance.  The vast majority of the Air 
Force’s cyberspace operations components and capabilities are from COTS and to a 
much smaller degree, GOTS technologies.  
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